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Foreword 
 
 
This Technical Reference (TR) was prepared by the Cloud Outage Incident Response Working Group 
appointed by the Cloud Computing Standards Technical Committee (CCSTC) which is under the 
direction of the Information Technology Standards Committee (ITSC). 
 
This TR is a provisional standard made available for application over a period of three years.  The aim 
is to use the experience gained to update the TR so that it can be adopted as a Singapore Standard.  
Users of the TR are invited to provide feedback on its technical content, clarity and ease of use.  
Feedback can be submitted using the form provided in the TR.  At the end of the three years, the TR 
will be reviewed, taking into account any feedback or other considerations, to further its development 
into a Singapore Standard if found suitable. 
 
In preparing this TR, reference was also made to the following publications: 
 
1. Cloud Outage Incident Response Guidelines 1.0 (Feb 2016), Infocomm Development Authority 

of Singapore (now known as Infocomm Media Development Authority of Singapore) 
 
2. SS 584 : 2015 Specification for Multi-Tiered Cloud Computing Security 
 
Acknowledgement is made for the use of information from the above publications.  
 
This TR is expected to be used by both Cloud Service Customers (CSCs) and Cloud Service Providers 
(CSPs). 
 
Attention is drawn to the possibility that some of the elements of this TR may be the subject of patent 
rights. Enterprise Singapore shall not be held responsible for identifying any or all of such patent rights.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

NOTE 

1. Singapore Standards (SSs) and Technical References (TRs) are reviewed periodically to keep abreast of 
 technical changes, technological developments and industry practices. The changes are documented through the issue of 
 either amendments or revisions.  
 
2. An SS or TR is voluntary in nature except when it is made mandatory by a regulatory authority.  It can also be cited in 
 contracts making its application a business necessity. Users are advised to assess and determine whether the SS or TR is 
 suitable for their intended use or purpose. If required, they should refer to the relevant professionals or experts for advice 
 on the use of the document.  Enterprise Singapore shall not be liable for any damages whether directly or indirectly suffered 
 by anyone or any organisation as a result of the use of any SS or TR. 
 
3. Compliance with a SS or TR does not exempt users from any legal obligations.  
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Guidelines for cloud outage incident response (COIR) 
 
 
0 Introduction 
 
0.1 Cloud outage risks 
 
Cloud outages result in the unavailability of subscribed cloud services.  This can adversely affect cloud 
service customers’ (CSCs’) accessibility to data and impact their business operations.  It is imperative 
that these business disruption risks are mitigated so that CSCs can continue their operations whilst 
working with cloud service providers (CSPs) to rectify the cloud outage incident.  
 
Cloud outages also adversely affect CSPs in terms of reputation and financial loss.  Hence, it is also 
important that the associated risks are mitigated to minimise reputational and financial impact to the 
CSPs. 
 
There are a variety of issues that can lead to a cloud outage.  Some examples of such issues are listed 
below. 
 
 Capacity and planning: 

 cloud service failure due to oversubscription in peak usage periods; 
 single-points-of-failure due to addition of complex technology components; 
 inability to verify cloud infrastructure resiliency; 
 inadequate physical and environmental safeguards for cloud hosting sites; 
 lack of continuity plan for cloud service failure, provider acquisition, or change in service 

strategy; 
 inadequate cloud migration planning. 
 

 Operations and maintenance: 
 cloud service failure due to power or network outage; 
 inadequate monitoring of cloud resource utilisation; 
 lack of coordination of system maintenance resulting in conflicting changes and difficulty in 

troubleshooting; 
 inability to test cloud continuity and disaster recovery (DR) plans. 
 

 External factors: 
 inability to troubleshoot performance issues due to continuous environment changes; 
 interruption of cloud services due to critical subcontractor failure. 

 
Due to the above issues, CSCs could experience a varying degree of outage severity from limited 
usage, loss of functionality, cloud service degradation or unavailability of cloud services. 

 
0.2 Motivation 
 
CSPs’ responses to cloud outages and service levels vary and often, their different approaches in 
handling cloud outage incidents will require CSCs to spend more time to understand and work out an 
outage plan with the CSP to enable timely remedial action.  The lack of a common cloud outage incident 
response (COIR) framework is a hindrance for CSCs, regardless of their business size, to plan and take 
necessary preventive and mitigating measures to reduce damages and losses caused by cloud 
outages. 
 
The main objective of this TR is to provide a COIR framework for CSCs to choose an appropriate outage 
protection measure to complement their own business continuity/IT DR capabilities through: 
 
 a set of common parameters and guidelines for CSCs for identification, evaluation, and 

negotiation of protection needs with CSPs to incorporate into the SLAs; 
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 sharing of COIR practices by CSPs via the same set of common parameters to facilitate 
discussion, comparison and matching of outage protection needs with provisions. 

 
This TR benefits CSCs in that it provides a mechanism for CSCs to work with CSPs to gain confidence 
in CSPs’ ability to meet minimum outage protection requirements specified for their services.  It provides 
guidance for CSCs to work with CSPs to both avoid or mitigate unnecessary business risks and reduce 
the negative impacts of cloud outages.  On the other hand, CSPs benefit from having a mechanism to 
communicate their outage incident response measures for their cloud offerings. 
 
These guidelines are built on recognised Singapore and international standards on cloud computing, IT 
security, business continuity management, and IT disaster discovery.  A list of references is provided 
in Bibliography of this technical reference. 
 
 
1 Scope 
 
1.1 General 
 
This TR describes a COIR framework that details different types of cloud outage protection needs, 
provides guidelines for CSCs on cloud outage mitigation, handling and post-management, and provides 
suggestions on what and how CSPs’ COIR practices may be shared using the common framework. 
 
The guidelines specified in this TR focus on cloud outage directly associated with operational mistakes, 
infrastructure or system failures and environmental issues (e.g. flooding, fire.)  This TR is meant to 
provide recommendations on steps to be taken in managing cloud outage incidents.  It can be used for 
all businesses regardless of their size, types of cloud service models as well as cloud deployment 
models. 
 
This TR complements the ISO/IEC 19086 series of international standards with the generic title 
“Information technology – Cloud computing – Service level agreement (SLA) framework” and is 
intended to assist CSCs when they compare outage protection measures for cloud services from 
different CSPs. 
 
This TR does not specify any conformance requirements.  Besides, it does not make recommendations 
on handling of data breaches by CSPs as those are already specified in ISO/IEC 27035 series of 
international standards on information security incident management, ISO/IEC 27018 Code of practice 
for protection of personally identifiable information (PII) in public clouds acting as PII processors, 
ISO/IEC 19086-4 Service Level Agreement (SLA) framework – Part 4: Security and privacy, and 
respective countries’ legal and regulatory requirements.  Consequently, this TR is not intended to be 
used for resolving issues due to cyber security, malicious act or breach of personal data protection laws.  
 
1.2 Target audience 
 
The main audience of this TR are CSCs and CSPs. 
 
Cloud Service Customers (CSCs) – This TR provides clarity, at the onset of engagement of cloud 
services, to help CSCs develop appropriate incident response plan as part of their negotiations with 
CSPs to fulfil both legal and contractual obligations to their own customers and regulatory compliance 
in the event of a cloud outage.  CSCs are the key beneficiaries who can choose the appropriate category 
for each parameter of outage protection needs to complement their own business continuity/IT DR 
capabilities including applicable legal and regulatory duties to fulfil.   
 
Cloud Service Providers (CSPs) – This TR provides considerations for CSPs to support the business 
continuity and IT DR needs of the CSCs.  Potentially, this helps not only cut down the client engagement 
time and sales cycle, but also minimise or avoid future disputes with CSCs in managing cloud outages.  
In addition, CSPs can utilise these COIR guidelines for any cloud outage investigation as the cause of 
outage may not be apparent initially till it is later confirmed/established.   

file://///Stn_d_30002036/d/Kay%20-%20Templates%20-%20Public%20Comment,%20Printing,%20Approval/Printing%20of%20SS/Printing%20Manual-%20Aug%202003_v1.doc%23B46
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2 Normative references 
 
There are no normative references in this TR. 
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