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Foreword 
 
 
 
This Technical Reference (TR) was prepared by the Working Group on IoT Security appointed by the 
Technical Committee on Internet of Things (IoT) under the direction of the Information Technology 
Standards Committee. 
 
The objectives of this TR is to provide guidelines to safeguard the confidentiality, integrity and availability 
of large-scale IoT systems. 
 
This TR will help to: 

 
 establish the foundational security concepts and terminology for IoT systems; 

 
 define a holistic approach for identifying and mitigating the threats and vulnerabilities of IoT 

systems; and 
 

 provide recommendations on common security requirements for IoT systems. 
 
Ultimately, the TR will help to promote the development of and foster mass adoptions of secure IoT 
systems. 
 
This TR can be used by:  
 
 Users who want to procure secure IoT systems. 
 
 Developers who want to design, develop and deploy secure IoT products and systems. Examples 

of developers include solution architects, programmers, manufacturers and system integrators. 
 
 Operators who need to roll-out, configure, operate, maintain and de-commission IoT systems 

securely. Examples of operators include service providers and system operators. 
 
In preparing this TR, reference was made to the following publications:  
 
1. ISO/IEC 15408-1 Information technology – Security techniques – Evaluation criteria for IT 

security – Part 1: Introduction and general model 
 
2. ISO/IEC 15408-2 Information technology – Security techniques – Evaluation criteria for IT 

security – Part 2: Security functional components 
 
3. ISO/IEC 15408-3 Information technology – Security techniques – Evaluation criteria for IT 

security – Part 3: Security assurance components 
 
4. FIPS PUB 199 Standards for security categorization of federal information and information 

systems 
 
5. FIPS PUB 200 Minimum security requirements for federal information and information systems 
 
Some definitions in Clause 3 of this TR are based on the ISO/IEC publications and are reproduced with 
the permission of the International Organization for Standardization.  
 
Acknowledgement is made for the use of information from the above publications. 
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This TR is a provisional standard made available for application over a period of three years. The aim 
is to use the experience gained to update the TR so that it can be adopted as a Singapore 
Standard. Users of the TR are invited to provide feedback on its technical content, clarity and ease of 
use. Feedback can be submitted using the form provided in the TR. At the end of the three years, the 
TR will be reviewed, taking into account any feedback or other considerations, to further its development 
into a Singapore Standard if found suitable. 
 
Attention is drawn to the possibility that some of the elements of this TR may be the subject of patent 
rights. Enterprise Singapore shall not be held responsible for identifying any or all of such patent rights.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

NOTE 

 
1. Singapore Standards (SSs) and Technical References (TRs) are reviewed periodically to keep abreast of technical changes, 

technological developments and industry practices. The changes are documented through the issue of either amendments 
or revisions.  

 
2. An SS or TR is voluntary in nature except when it is made mandatory by a regulatory authority.  It can also be cited in contracts 

making its application a business necessity. Users are advised to assess and determine whether the SS or TR is suitable for 
their intended use or purpose. If required, they should refer to the relevant professionals or experts for advice on the use of 
the document.  Enterprise Singapore shall not be liable for any damages whether directly or indirectly suffered by anyone or 
any organisation as a result of the use of any SS or TR. 

 
3. Compliance with a SS or TR does not exempt users from any legal obligations.  
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Guidelines for IoT security for smart nation 
 
 
 1 Scope  
 
This Technical Reference (TR) introduces the foundational security concepts and terminology for 
Internet of Things (IoT) systems and demonstrates their applications. A holistic approach for identifying 
and mitigating the threats and vulnerabilities of IoT systems is also introduced. Guidance is provided 
on how to conduct threat modelling for IoT. 
 
This TR also identifies four basic IoT security design principles and demonstrates their applications. 
Guidance is also provided on how to classify IoT security requirements and their usefulness in 
supporting the identification of security requirements. For each category, security requirements are 
provided along with examples of how to mitigate common IoT vulnerabilities.  
 
Annex A shows the relationship of this TR with other IoT standards.  Annex B list the common 
vulnerabilities and possible mitigations to these vulnerabilities.  Guidance on the use of this TR is given 
in Annex C. 
 
 
2 Normative references 
 
There are no normative references for this TR. 
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