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Foreword

This Singapore Standard was prepared by the Multi-Tiered Cloud Security Working Group ofset up 
by the Cloud Computing Standards Coordinating Task Force under the direction of the Information 
Technology StandardsTechnical Committee (under the purview of ITSC).

Cloud computing shifts away from conventional hosting and delivery of services, to utility-based 
consumption in both the enterprise and personal space, enabling ‘everything-as-a-service’. In 
the midst of a cloud environment, the traditional IT security models are no longer adequate. An 
example would be perimeter security which has been appropriate for conventional on-premise 
IT systems but is often inadequate for the cloud. The cloud environment shifts the ownership of 
security to a shared responsibility model. An example would be physical security controls of data 
centres, which would traditionally be operated and managed by an organisation, whereas for a 
cloud Userservice customer (CSC), these controls now become the responsibility of the Cloud 
Service Provider (CSP).

This Singapore Standard aims to foster and encourage the adoption of sound risk management and 
security practices for cloud computing, by providing relevant cloud computing security practices 
and controls for cloud usersservice customers, auditors and certifiers to understand cloud security 
requirements, and for public Cloud Service Providers to strengthen and demonstrate the cloud 
security controls in place, in their cloud environments.

Acknowledgement isIn preparing this standard, reference was made forto the use of information 
fromfollowing publications:

•	 Special Publication 800-145, The National Institute of Standards and Technology (NIST) 
Definition of Cloud Computing – Recommendation of the National Institute of Standards 
and Technology, September 2011 on which Clause 4 is based;

•	 Special Publication 800-100, Information Security Handbook: A Guide for Managers, 
October 2006 on which Clause 3.12 is based;

•	 Special Publication 800-53A Revision 1, Guide for Assessing the Security Controls in 
Federal Information Systems and Organisations, Building Effective Security Assessment 
Plans, June 2010 on which Clauses 3.14, 3.16 and 3.19 are based;

• 	 Special Publication 800-60 Volume I Revision 1, Guide for Mapping Types of Information 
and Information Systems to Security Categories, August 2008 on which Tables 4 and 5 
are based;

•	 TR31:2012 Technical Reference for Security and Service Level Guidelines for the Usage 
Public Cloud Computing Services.

•	 SS ISO/IEC 21878:2019 Information technology – Security techniques – Security 
guidelines for design and implementation of virtualised servers.

Attention is drawn to the possibility that some of the elements of this Singapore Standard may 
be the subject of patent rights. Enterprise Singapore shall not be held responsible for identifying 
any or all of such patent rights.
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NOTES

1.	 Singapore Standards (SSs) and Technical References (TRs) are reviewed periodically to keep abreast of technical 
changes, technological developments and industry practices. The changes are documented through the issue of 
either amendments or revisions. Where SSs are deemed to be stable, i.e. no foreseeable changes in them, they 
will be classified as “Mature Standards”. Mature Standards will not be subject to further review, unless there are 
requests to review such standards.

2.	 An SS or TR is voluntary in nature except when it is made mandatory by a regulatory authority. It can also be cited 
in contracts making its application a business necessity. Users are advised to assess and determine whether the 
SS or TR is suitable for their intended use or purpose. If required, they should refer to the relevant professionals 
or experts for advice on the use of the document. Enterprise Singapore and the Singapore Standards Council 
shall not be liable for any damages whether directly or indirectly suffered by anyone or any organisation as a 
result of the use of any SS or TR. Although care has been taken to draft this standard, users are also advised 
to ensure that they apply the information after due diligence.

3.	 Compliance with a SS or TR does not exempt users from any legal obligations.
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