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FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC 
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International standard IEC 62541-12 has been prepared by subcommittee 65E: Devices and 
integration in enterprise systems, of IEC technical committee 65: Industrial-process 
measurement, control and automation. 

The text of this standard is based on the following documents: 

FDIS Report on voting 

65E/711/FDIS 65E/723/RVD 

 
Full information on the voting for the approval of this International Standard can be found in 
the report on voting indicated in the above table. 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 

Throughout this document and the other parts of the IEC 62541 series, certain document 
conventions are used: 
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Italics are used to denote a defined term or definition that appears in the "Terms and 
definition" clause in one of the parts of the IEC 62541 series. 

Italics are also used to denote the name of a service input or output parameter or the name of 
a structure or element of a structure that are usually defined in tables. 

The italicized terms and names are, with a few exceptions, written in camel-case (the practice 
of writing compound words or phrases in which the elements are joined without spaces, with 
each element's initial letter capitalized within the compound). For example, the defined term is 
AddressSpace instead of Address Space. This makes it easier to understand that there is a 
single definition for AddressSpace, not separate definitions for Address and Space. 

A list of all parts of the IEC 62541 series, published under the general title OPC Unified 
Architecture, can be found on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 
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OPC UNIFIED ARCHITECTURE –  
 

Part 12: Discovery and global services 
 
 
 

1 Scope 

This part of IEC 62541 specifies how OPC Unified Architecture (OPC UA) Clients and Servers 
interact with DiscoveryServers when used in different scenarios. It specifies the requirements 
for the LocalDiscoveryServer, LocalDiscoveryServer-ME and GlobalDiscoveryServer. It also 
defines information models for Certificate management, KeyCredential management and 
Authorization Services. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC TR 62541-1, OPC Unified Architecture – Part 1: Overview and concepts 

IEC TR 62541-2, OPC Unified Architecture – Part 2: Security Model 

IEC 62541-3, OPC Unified Architecture – Part 3: Address Space Model  

IEC 62541-4, OPC Unified Architecture – Part 4: Services 

IEC 62541-5, OPC Unified Architecture – Part 5: Information Model 

IEC 62541-6, OPC Unified Architecture – Part 6: Mappings 

IEC 62541-7, OPC Unified Architecture – Part 7: Profiles 

IEC 62541-9, OPC Unified Architecture – Part 9: Alarms and conditions 

IEC 62541-14, OPC Unified Architecture – Part 14: PubSub 

X.500: ISO/IEC 9594-1:2017, Information technology – Open Systems Interconnection – The 
Directory – Part 1: Overview of concepts, models and services  

IETF RFC 1035, DNS-Name: Domain Names – Implementation and Specification   
http://www.ietf.org/rfc/rfc1035.txt 

IETF RFC 2986, PKCS #10: Certification Request Syntax Specification  
http://www.ietf.org/rfc/rfc2986.txt 

IETF RFC 3927, Auto-IP: Dynamic Configuration of IPv4 Link-Local Addresses  
http://www.ietf.org/rfc/rfc3927.txt 

IETF RFC 5958, Asymmetric Key Packages  
http://www.ietf.org/rfc/rfc5958.txt  
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IETF RFC 6762, mDNS: Multicast DNS  
http://www.ietf.org/rfc/rfc6762.txt 

IETF RFC 6763, DNS-SD: DNS Based Service Discovery  
http://www.ietf.org/rfc/rfc6763.txt 

IETF RFC 7030: Enrollment over Secure Transport  
http://www.ietf.org/rfc/rfc7030.txt  

PKCS #12: Personal Information Exchange Syntax  
http://www.emc.com/emc-plus/rsa-labs/pkcs/files/h11301-wp-pkcs-12v1-1-personal-
information-exchange-syntax.pdf  

DI: OPC Unified Architecture for Devices (DI)   
https://opcfoundation.org/developer-tools/specifications-unified-architecture/opc-unified-
architecture-for-devices-di/ 

ADI: OPC Unified Architecture for Analyzer Devices (ADI)   
https://opcfoundation.org/developer-tools/specifications-unified-architecture/opc-unified-
architecture-for-analyzer-devices-adi/  

PLCopen: OPC Unified Architecture / PLCopen Information Model  
https://opcfoundation.org/developer-tools/specifications-unified-architecture/opc-unified-
architecture-plcopen-information-model/  

FDI: OPC Unified Architecture for FDI  
https://opcfoundation.org/developer-tools/specifications-unified-architecture/opc-unified-
architecture-for-fdi/  

ISA-95: ISA-95 Common Object Model  
https://opcfoundation.org/developer-tools/specifications-unified-architecture/isa-95-common-
object-model/  
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